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Abstract. Sensitive data from input devices such as touchscreens and
microphones is vulnerable to attackers with OS-level privileges. While
prior work has primarily focused on protecting data after it reaches ap-
plications, the problem of securing the data path from the device to the
application remains underexplored. Existing solutions either use encryp-
tion, which incurs significant performance overhead and complexity in
key management, or bypass the OS entirely, which reduces compatibility
and requires substantial changes to the application.
We present SafePath, a system that secures input data paths without
encryption or OS bypass. SafePath leverages ARM memory virtualiza-
tion to implement a minimal memory hypervisor that intercepts device
input data at its entry point into the system, stores it securely, and trans-
mits only lightweight data indices to applications. This design isolates
sensitive data from the OS while preserving the native input path struc-
ture and requiring minimal modifications to applications. We prototype
SafePath on ARM hardware and support six different input devices.
Evaluation shows that SafePath blocks OS-level access to input data
while preserving system performance. For example, under high system
load, it reduces audio frame loss by over 45% compared to encryption-
based approaches and maintains over 98% of native throughput across all
tested devices. These results demonstrate that SafePath offers strong
protection with low overhead and practical deployability.

1 Introduction
Mobile devices increasingly serve as the gateway to sensitive personal services,
such as secure messaging, mobile banking, and biometric authentication. These
services depend on input from hardware peripherals, such as touchscreens, mi-
crophones, fingerprint sensors, and cameras, that often carry highly sensitive
data. Unfortunately, this input data is typically exposed to the operating sys-
tem (OS) before reaching its destination application. On platforms like Android,
input data traverses multiple layers and memory buffers before reaching appli-
cations, creating a wide attack surface for adversaries with OS-level privileges.
As a result, attackers with kernel-level access can intercept or tamper with raw
input data in transit, undermining the confidentiality and integrity of the entire
interaction. For instance, touch coordinates from a touchscreen could allow an
attacker to infer passwords [5,29,54], while audio data from a microphone could
expose private conversations [37,41,48]. Even seemingly innocuous sensor read-
ings, such as those from accelerometers, can be exploited to extract sensitive
information like voice data [2, 7, 33,53] or infer touchscreen taps [13,34,36,50].
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Existing efforts to protect input data typically fall into two categories. The
first category assumes that a trusted input path already exists and focuses on
shielding application memory after the data is received. Most existing works fall
into this category. A smaller body of work belongs to the second category, which
explicitly secures an input path between the data source and the data recipient.
They achieve their goals by either encrypting input data end-to-end or bypassing
the untrusted OS. However, both directions suffer from significant limitations:
Encryption-based approaches introduce substantial performance overhead, which
can be prohibitive for latency-sensitive tasks such as voice input or gesture recog-
nition. They also expand the trusted computing base (TCB) to include complex
cryptographic modules, which are themselves vulnerable to side-channel leak-
age. OS-bypassing solutions, on the other hand, often require invasive changes
to applications and drivers, limit compatibility with standard input processing
stacks, and prevent benign in-OS processing operations from being used. A more
detailed review of prior work is provided in Section 2.

Securing the input path in a way that avoids both encryption and OS bypass-
ing presents several challenges. First, the system must prevent a compromised
OS from accessing sensitive input data, even though it controls the driver stack
and shared memory. Second, it must preserve compatibility with the existing
input flow, allowing input to pass through standard OS components, so that
user applications and in-OS processing can function normally. Third, the solu-
tion should avoid the overhead and complexity of cryptographic solutions, which
are burdensome on resource-constrained devices. Finally, the solution should al-
low applications to selectively enable protection for individual input sessions,
without introducing significant development effort or performance cost.

We present SafePath, a system that enables secure input data paths on
ARM-based mobile platforms without relying on encryption or bypassing the
OS. SafePath uses ARM’s hardware memory virtualization support [3, 17, 20]
to construct a minimal hypervisor that intercepts and securely stores input data
as it first enters system memory, typically in the driver’s initial software-visible
buffer. Rather than passing the raw input through the OS, SafePath replaces it
with opaque indexes, which propagate through the system’s existing input path.
Applications later use a controlled hypercall interface to retrieve the original
data from the hypervisor, ensuring that only the intended recipient can access
the protected input. This index-based indirection model preserves the original
data flow and allows in-OS input processing to continue as normal, while pre-
venting even a fully compromised OS from accessing the underlying input data.
SafePath supports on-demand protection that can be enabled per device or
per session, and it minimizes trusted code by confining all sensitive logic to a
small hypervisor with a narrow interface.

It is important to note that SafePath is not intended as a complete end-
to-end solution for securing input data throughout its lifecycle. Rather, it com-
plements existing mechanisms, such as trusted execution environments (TEEs)
(e.g., Intel SGX [30], ARM TrustZone [42]), that can protect input after it reaches
the application. This modular approach allows SafePath to focus on a specific
but under-addressed segment of the input data flow: from the device hardware
up to the application boundary.

We have implemented a prototype of SafePath on an ODROID-XU4 de-
velopment board [35] running Android 4.4.4, supporting six types of input de-
vices: touchscreen, microphone, camera, GPS receiver, fingerprint scanner, and
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accelerometer. Our evaluation shows that SafePath prevents input data leak-
age in the presence of a fully compromised OS, while incurring negligible per-
formance overhead and requiring minimal changes to applications. Compared
to encryption-based approaches, SafePath performs significantly better under
high I/O load, and it supports input scenarios, such as OS-mediated processing,
that are infeasible for OS-bypassing systems.

In summary, we the following contributions:
– We identify limitations in prior approaches to securing device input paths

and motivate the need for a non-encryption, OS-compatible solution.
– We design SafePath, a hypervisor-based system that securely intercepts

and delivers input data without disrupting the original input path or requir-
ing cryptographic protection.

– We prototype SafePath on real hardware and demonstrate its effective-
ness across diverse input types, with low performance overhead and minimal
developer effort.

2 Background and Related Work
Background. Securing device input paths against OS-level attackers is difficult
due to the following two primary reasons.

(1) System and hardware vulnerabilities: OS-level attackers can exploit nu-
merous classes of vulnerabilities to extract sensitive input data. For example,
memory disclosure bugs allow unauthorized access to process and kernel mem-
ory [21,22,24,43,46]. Transient-execution attacks such as Spectre, Meltdown, and
their variants can leak sensitive information by exploiting speculative behavior in
modern processors [9,11,14,31,32,40]. In addition, kernel-level malware such as
rootkits can gain full access to kernel memory, including buffers that temporarily
store raw input [12,18,27,44,45].

Table 1: Number of “travel stops” in
device input path.

DD HAL AF Total
Touchscreen 8 0 6 14
Microphone 1 1 3 5
Camera 1 3 1 5
Accelerometer 7 3 5 15
GPS receiver 2 4 2 8
DD: Device driver
HAL: Hardware Abstraction Layer
AF: Android Framework

(2) Wide attack surface in input data
paths: Our analysis of Android source code
reveals that input devices have extensive at-
tack surfaces along their input data paths.
An input path refers to the sequence of
memory locations (buffers) through which
input device data travels before reaching
the application. In Android, these buffers
typically span three layers: the device
driver layer, the hardware abstraction layer
(HAL), and the Android framework layer. Table 1 illustrates the number of
“travel stops” in the input paths of various devices. For example, the touch-
screen input path has 14 travel stops, each representing a potential vulnerability
point where attackers can intercept and misuse sensitive data.
Related work. Existing solutions fall into two categories depending on when
and how they provide input protection. The first category assumes the input
path is already trusted and focuses on protecting application memory after the
input arrives. The second category protects the input path itself, ensuring that
data can reach applications securely even in the presence of an untrusted OS.

Most prior work belongs to the first category above [1,4,6,8,10,15,16,23,25,
26, 28, 38, 47, 51, 52]. In contrast, only a few systems attempt to secure the path
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between device and application directly [19,49,55,56]. These systems employ one
of two main design philosophies: OS-bypassing and encryption-based methods.

OS-bypassing approaches establish new trusted channels that route input
data around the OS entirely. For example, they may configure hardware de-
vices to deliver data directly to a trusted VM or enclave, bypassing all software
components in the untrusted OS [19, 55, 56]. While effective in principle, these
systems suffer from poor compatibility and limited flexibility. They require non-
trivial changes to applications and drivers and are unsuitable for use cases where
input must be pre-processed by OS components, for instance, gesture detection
in touchscreens or audio buffering in HALs.

Encryption-based approaches, on the other hand, protect data by encrypting
it at the point of origin and decrypting it only at a trusted endpoint [19, 49].
While this allows the reuse of the original data path, it introduces two serious
drawbacks. First, cryptographic key distribution and protection are non-trivial,
especially in adversarial environments. As demonstrated in past work, attackers
can extract encryption keys stored in memory via transient execution attacks,
even in trusted computing environments like SGX [39]. Second, encryption and
decryption introduce significant performance overhead, which grows with input
volume. In our experiments, encrypting audio streams under system load led
to substantial frame loss, in contrast to our optimized SafePath design that
maintained performance near native levels.

3 SafePath Design
3.1 Threat model
SafePath addresses the threat of OS-level compromise on mobile devices. We
assume an adversary who has full control over the operating system and can
inspect, modify, and replay any data that passes through the OS. Our design
makes the following trust and threat assumptions:

(A1) Trusted minimal core for input data protection: SafePath relies on a
small, isolated component, introduced later, that operates independently of the
compromised OS to manage sensitive input data. We assume this component
correctly enforces memory isolation and controls access to protected data, with
a minimal code base to facilitate verification.

(A2) Application trust post-data retrieval: SafePath protects input data
until it is retrieved by the designated application. After retrieval, securing the
data is the application’s responsibility, potentially with support from trusted
execution environment (TEE) techniques, such as Intel SGX [30] and ARM
TrustZone [42]. SafePath does not protect against compromises within the
application.

(A3) No physical or side-channel attacks: SafePath does not protect against
physical attacks, such as direct hardware probing, nor against side-channel at-
tacks like cache timing or speculative execution leakage. These threats are or-
thogonal and require complementary defenses.

(A4) Trusted secure boot: We assume the system boots into a trusted initial
state, establishing integrity for SafePath’s isolated component and preventing
adversary control before SafePath’s protections are activated.

(A5) Denial-of-service (DoS) attacks are out of scope: SafePath does not
attempt to prevent DoS attacks, such as blocking or dropping input data before
it reaches applications. Our focus is on protecting the confidentiality of input
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data against a compromised OS. We assume adversaries prioritize stealth and
data exfiltration over causing observable disruptions.

3.2 SafePath overview

The high level idea. We define a device input data path, or simply input path,
as the sequence of memory locations (buffers) that hold input device data before
it reaches an application. The first buffer in this path is the first memory location
in the software stack that captures the data generated by hardware. We refer
to this initial location as the first stop buffer (FSB). Because attackers with
OS-level privileges can freely access memory content, protecting an input path
typically requires a trusted software entity (TSE), which is a component
operating at a higher privilege level than the OS, to intercept input data as
it is written to the FSB. The TSE then either sends the data directly to the
application, bypassing the OS, or encrypts the data and allows it to continue
traveling along the original input path.

At first glance, encryption appears to be the only way to preserve the input
path while ensuring data confidentiality. However, closer examination shows that
encryption-based solutions rely on two roots of trust: the TSE that intercepts
and encrypts the data, and the cryptographic algorithms and key management
protecting it during transmission. If either is compromised, the confidentiality
of input data is at risk.

SafePath adopts a different approach by relying solely on the TSE for data
protection. Rather than encrypting and forwarding input data along the original
path, the TSE securely stores the data and transmits only indexes, which are
opaque references to protected data chunks, through the untrusted OS to the
application. Upon receiving these indexes, the application can securely query the
TSE to retrieve the original input data.

This design has two major advantages over encryption-based approaches.
First, SafePath significantly reduces trust dependencies: it relies only on the
TSE’s memory isolation, eliminating the need to trust cryptographic primi-
tives or key management against OS-level attackers. Second, by avoiding crypto-
graphic operations, SafePath achieves substantially lower overhead compared
to encryption-based solutions. We analyze the reasons behind these performance
gains in Section 5 and present detailed evaluation results in Section 6.2.
Operations overview. Figure 1 illustrates the data flow in both the native
system and the SafePath-enhanced system. We first describe the baseline op-
eration before presenting the changes introduced by SafePath.

In the native system, when an input device generates data, the device driver
writes the data into the first stop buffer (FSB) (Op. 1 ). The data then flows
through multiple OS-managed buffers spanning the Linux kernel and Android
framework (Op. 2 ) before reaching the application (Op. 3 ). Because these
intermediate buffers are exposed to the OS, attackers with OS-level privilege
can observe or tamper with the data.

When SafePath protection is enabled, the input flow is modified to secure
data confidentiality while preserving OS compatibility. As input data arrives,
the device driver attempts to write to the FSB as usual (Op. 1 ). However,
SafePath’s trusted hypervisor, the Tiny Memory Hypervisor (TMH),
sets the FSB to be read-only for OS code, causing any driver write to trap to
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Fig. 1: SafePath operations overview. (Black
numbers in white circles mark the sequence of
ops when SafePath protection is disabled (i.e.,
the native system). White numbers in black cir-
cles mark the sequence of ops when SafePath
protection is enabled.)

the TMH (Op. 2 ). The TMH
intercepts the data, partitions it
into chunks, assigns indexes, and
securely stores the data in pro-
tected memory (Op. 3 ). Instead
of transmitting the original data,
the TMH writes the generated in-
dexes back into the FSB (Op.
4 ), allowing the OS to continue
handling input events as normal.
The indexes propagate through
the OS input stack (Op. 5 )
and eventually reach the appli-
cation (Op. 6 ). Upon receiving
an event containing indexes, the
application calls the Data Re-
trieval Interface (DRI) pro-
vided by the TMH, supplying the
device ID, the indexes, and a
buffer to receive the original data
(Op. 7 ). After validating the re-
quest, the TMH retrieves the cor-
responding data from secure stor-
age and returns it to the appli-
cation (Op. 8 ). Throughout this
process, SafePath enforces a one-time-use policy for indexes: any attempt to
misuse or replay an index is detected and triggers user alerts about potential
breaches. This design secures input data end-to-end against a compromised OS
while preserving compatibility with the native event-driven input model.

3.3 The tiny memory hypervisor (TMH)
SafePath’s trusted software component, the Tiny Memory Hypervisor (TMH),
secures input device data against a compromised OS. The TMH, operating at
ARM Exception Level 2 (EL2), above the OS at EL1, realizes the Trusted Soft-
ware Entity (TSE) introduced earlier and leverages ARM hardware virtualiza-
tion to enforce memory isolation without disrupting OS execution.

The TMH’s primary role is to intercept input data at the FSB (Section
3.2) before the OS can access it, securely store the data in protected memory,
and mediate its retrieval by applications. To achieve this, the TMH configures
the FSB memory pages to be read-only from the OS’s perspective (EL1). Any
attempt by a device driver to write to the FSB triggers a stage-2 permission fault,
trapping execution to the TMH at EL2. Upon trapping, the TMH captures the
input data, partitions it into chunks, assigns each chunk a unique index, and
stores the data in memory regions protected by stage-2 translation control.

After securing the data, the TMH substitutes the original input in the FSB
with the corresponding indexes and returns control to the device driver. From
the OS’s viewpoint, input event processing proceeds normally, but only opaque
indexes traverse the input path instead of sensitive data.

The TMH also mediates application access to protected input data. When
an application receives input events containing indexes, it interacts with the
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TMH through a controlled retrieval interface to obtain the original data. To
defend against misuse, the TMH enforces a one-time-use policy: each index can
be resolved exactly once, and any attempts at reuse or tampering are detected.

Unlike traditional hypervisors, the TMH focuses solely on securing input
paths. It does not manage device emulation, guest scheduling, or general I/O.
This narrow scope keeps the TCB small and auditable. By relying on ARM’s
two-stage memory translation and privilege separation, the TMH provides robust
isolation guarantees with minimal system impact.

3.4 Intercepting input data at the first stop buffer (FSB)

Fig. 2: FSB redirection illustration: before redi-
rection

1 char ∗ ptrFSB = kmalloc (32 , GFP_KERNEL) ;
2 . . .
3 k f r e e ( ptrFSB ) ; //when d r i v e r i s

unloaded

The FSB is the first memory
location in software that holds
device input after it leaves the
hardware. Typically, the FSB
resides in the device driver. For
devices using direct memory ac-
cess (DMA), input data ini-
tially lands in a DMA buffer, which could be treated as the FSB. For simplicity,
we uniformly consider the driver’s first buffer as the FSB, since SafePath’s
protection mechanism applies equally in either case. We discuss handling DMA
devices later in Section 4.

Fig. 3: FSB redirection illustration: after
redirection

1 char ∗ ptrFSB = PAB_alloc (32) ;
2 . . . . . .
3 PAB_free ( ptrFSB ) ; //when d r i v e r i s

unloaded

To intercept input data at the
FSB (Op. 2 in Figure 1), the
TMH configures the FSB’s memory
pages as read-only (R/O) for EL1
and EL0 code, using ARM’s stage-
2 translation control. This ensures
that any write to the FSB by the
device driver triggers a stage-2 permission fault, trapping execution to the TMH
at EL2. However, a challenge arises because stage-2 permissions are enforced
at page granularity, typically 4 KB, while an FSB is often much smaller (e.g.,
tens of bytes). Therefore, marking an entire page as R/O would inadvertently
restrict access to unrelated memory contents, causing excessive trapping and
performance degradation.

Fig. 4: Dynamic FSB redirection illus-
tration

1 char ∗ roFSB = ROPAB_alloc (32) ;
2 char ∗ rwFSB = RWPAB_alloc(32) ;
3 char ∗ ptrFSB ;
4 . . .
5 // Line 6−9 i s c a l l e d every time

the FSB i s about to r e c e i v e
data from the hardware .

6 i f ( p ro tec t i on I sEnab l ed )
7 ptrFSB = roFSB ;
8 e l s e
9 ptrFSB = rwFSB ;

10 . . .
11 PAB_free ( roFSB) ; //when d r i v e r i s

unloaded
12 PAB_free (rwFSB) ; //when d r i v e r i s

unloaded

To address this challenge, our so-
lution allocates FSBs from a special
page-aligned buffer (PAB), which is
a contiguous, page-aligned memory
region reserved exclusively for stor-
ing FSBs of all protected input de-
vices. Device drivers are modified
to allocate and free FSBs through
wrapper functions, PAB_alloc()
and PAB_free(), replacing the stan-
dard kmalloc() and kfree() calls
(Figures 2 and 3). Specifically,
PAB_alloc() allocates a desired
memory region from the PAB, and
PAB_free() returns it. This redirec-
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tion confines FSBs to a easily protected memory region without affecting unre-
lated memory.

However, the initial PAB redirection has a drawback: since the PAB stores
FSBs for all protected devices, enabling SafePath protection for one device
also affects all other devices sharing the same PAB, even if protection is not
desired. To support per-device selective protection, SafePath maintains two
PABs of equal size: one always configured as read-only (R/O) for protected de-
vices, and the other as read-write (R/W) for unprotected ones. At runtime, the
device driver dynamically redirects FSB usage to the appropriate PAB by main-
taining two pointers and selecting the correct one before each input transaction
based on the user preference (Figure 4). This dynamic PAB redirection allows
SafePath to selectively protect individual input devices with minimal overhead
while preserving compatibility with existing driver logic.

3.5 Input data partitioning and indexing

When SafePath protection is enabled, any attempt to write input data to the
FSB triggers a trap to the TMH. The TMH captures the original input data
and saves it into a secure buffer (Op. 3 in Figure 1), while placing indexes
corresponding to the input chunks into the FSB (Op. 4 ).

Partitioning and indexing are straightforward for devices that generate event-
like inputs, such as touchscreen taps, GPS fixes, and motion sensor readings.
These events have clear boundaries and consistent sizes, making it easy to parti-
tion input data along event boundaries. Each index written to the FSB occupies
the same space as the original event, ensuring that the OS input pipeline remains
undisturbed. For example, if a touchscreen event is 32 bytes, the TMH writes a
32-byte index into the FSB by padding as needed.

Device driver
first stop buffer

Android framework
(AudioFlinger Service)

Android framework
(Hardware Abstr. Layer)

Device driver
first stop buffer

Android framework
(AudioFlinger Service)

Android framework
(Hardware Abstr. Layer)

(a)

(b)

#1 #2

#3 #4

#5 #6

#7 #8

#1 #2

#3 #4

#5 #6

#7 #8

#1 #2

#3 #4

#5 #6

#7 #8

 8 KB

4 KB

4 KB

1 KB

Fig. 5: Partitioning and indexing
stream audio data from microphone.
(a) In the native system, different soft-
ware entities process the stream data
in different sizes. (b) The tiny memory
hypervisor partitions stream audio data
based on the smallest processing sizes
used in the native system.

Handling stream input data, such as
microphone or camera streams, is more
complex because there are no natural
boundaries in the incoming data. How-
ever, we observe that system compo-
nents process stream data in well-defined
batches. As shown in Figure 5(a), mi-
crophone input flows through the device
driver using an 8 KB FSB, is polled by
the hardware abstraction layer (HAL) in
4 KB units, and further processed by the
AudioFlinger service in 1 KB chunks.

Based on this observation, the TMH
partitions stream input based on the
smallest batch size seen along the pro-
cessing path. Figure 5(b) illustrates this
approach: the TMH partitions incom-
ing audio into 1 KB chunks, stores the
chunks securely, and places correspond-
ing indexes into the FSB. As with event-
like inputs, each index occupies the same
space as its original data chunk—in this
case, 1 KB—to preserve compatibility
with downstream software.
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3.6 The data retrieval interface (DRI)
The TMH provides the Data Retrieval Interface (DRI) for applications to fetch
original input data after receiving input indexes (Op. 7 in Figure 1). The DRI
is implemented as a hypercall, a direct communication path between the caller
and the TMH. However, user applications run at EL0 and cannot directly invoke
hypercalls, which are accessible only from EL1 or higher. To bridge this gap, we
design the DRI as a sys-hypercall, which is a standard system call that internally
issues a hypercall—allowing applications to access TMH services indirectly.

The sys-hypercall DRI requires three input arguments: the device ID, an
input data chunk index, and a memory buffer to receive the retrieved data.
Upon invocation, the TMH uses the device ID to locate the correct secure buffer,
retrieves the original data chunk based on the index, and writes it to the caller-
provided buffer (Op. 8 in Figure 1).
Detecting abusive usage of the DRI. Security concerns may arise because
the sys-hypercall DRI does not require caller authentication. In principle, any
process, including malicious ones, could invoke the DRI and attempt to retrieve
protected input data.

SafePath mitigates this risk by enforcing a single-use policy for input in-
dexes. For input data intended for one receiving application, such as touchscreen
events delivered to a banking app, each index should be resolved exactly once.
The TMH tracks usage of all input indexes: if an index is used more than once,
the system triggers a security alert, warning the user of a potential compromise
and suggesting that the affected input device should be disabled.

An attacker might attempt to bypass this defense by intercepting indexes and
preventing them from reaching the legitimate application, ensuring each index
is still used only once. However, this approach introduces a new weakness: the
receiving application would observe missing inputs, easily detecting the attack.
Given our threat model assumption (A3) that attackers seek to avoid detection,
such denial-based strategies are unlikely.

Through single-use tracking and anomaly detection, SafePathsecures the
DRI against unauthorized retrievals without relying on complex caller authenti-
cation mechanisms. While our current design enforces a strict single-use policy
for each input index, we acknowledge that some advanced scenarios may require
legitimate input multicasting to multiple receivers. We discuss how SafePath can
be extended to support such cases later in Section 4.

3.7 Using SafePath by application developers
SafePath provides a switch interface that applications can invoke to enable or
disable protection for specific input devices on demand. Like the data retrieval
interface (DRI), the switch interface is implemented as a sys-hypercall.

From a developer’s perspective, using SafePath is straightforward and re-
quires minimal code changes. Developers define a security policy specifying which
input devices to protect and under what conditions, then invoke the switch inter-
face accordingly. For example, a banking app may enable SafePath protection
for the touchscreen, accelerometer, and gyroscope while the user is entering a
password, and disable it afterward to minimize overhead.

The switch interface is the only SafePath API intended for direct use by
applications. Application developers are not required to invoke the DRI man-
ually. Instead, when an application requests input through standard Android
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services, such as the InputManager, the system automatically triggers the DRI
if SafePath protection is enabled for the associated device. If protection is dis-
abled, input handling proceeds normally. By integrating DRI invocation into the
Android framework rather than exposing it to individual apps, we ensure broad
compatibility and minimizes the development burden for application developers.

4 Discussion

4.1 Input data multicasting

SafePath’s default one-time-use policy for input indexes prevents misuse and
replay, assuming input data is intended for a single recipient. However, some
scenarios require multicasting, where multiple trusted components need access
to the same input.

To support this, SafePath can be extended to allow explicit multicast dec-
larations at the DRI. Instead of consuming an index after one use, the caller
can specify how many times it may be used (e.g., via a usage count or recipient
list). The TMH enforces this limit, ensuring that input data is accessed only
by authorized entities the intended number of times. This extension maintains
SafePath’s core security properties while providing flexibility for advanced use
cases, with misuse still detectable through index overuse.

4.2 Dealing with input devices that use DMA

As discussed in Section 3.4, devices using Direct Memory Access (DMA) deliver
input data to a dedicated memory buffer (typically allocated by the driver)
before software processes it. In these cases, the DMA buffer should be treated as
the first stop buffer (FSB). However, our current prototype does not yet support
trapping writes to DMA buffers, because ARM’s stage-2 translation only applies
to CPU-initiated memory access; it cannot interpose on hardware-initiated DMA
writes.

We identify two potential solutions to support DMA-based FSBs in SafePath:
(1) IOMMU virtualization. By configuring an IOMMU, the hypervisor could

monitor and isolate DMA transactions at the device level. This would allow
SafePath to trap or redirect input data at the DMA layer, similar to how
CPU-accessed FSBs are handled today. While promising, this requires IOMMU
support in both hardware and firmware, which is not always present on embed-
ded/mobile platforms.

(2) Trap-on-read via write-only mapping. As an alternative, SafePath could
mark the DMA buffer as write-only in stage-2 page tables. This would allow
DMA writes to proceed unimpeded, but any CPU read, either by the driver or an
attacker, would trigger a stage-2 permission fault. When trapped, the hypervisor
can inspect the program counter (PC) to determine if the access originated from
the legitimate device driver. If so, it emulates the read instruction, performs
operations 3 and 4 from Figure 1, and continues SafePath’s normal flow.
Unauthorized reads from outside the driver would be blocked or logged.

This second approach offers a lightweight alternative to IOMMU-based medi-
ation and may enable SafePath to protect DMA-driven inputs even on devices
lacking IOMMU support. We leave the detailed implementation and evaluation
of this mechanism to future work.
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4.3 Supporting in-OS processing
A key advantage of SafePath over OS-bypassing input protection techniques
is its ability to support in-OS input processing, which is often required in real-
world workflows. Many systems rely on trusted OS components to preprocess or
filter input data before it reaches user applications, such as gesture smoothing
for touchscreen events, noise filtering in audio capture, or sensor fusion in motion
tracking.

To support these cases, SafePath allows trusted in-OS components to act
as intermediate recipients of protected input. Each such component invokes the
same Data Retrieval Interface (DRI) used by applications to securely fetch input
data from the TMH. After processing, the component can re-index the result
for continued secure transmission. This design treats each legitimate consumer,
whether in the OS or in user space, as an authorized participant in its secure
input pipeline, requiring use of the DRI and re-indexing interface for access and
forwarding.

4.4 Confining input writes from untrusted drivers
A potential concern in SafePath’s threat model is that a compromised OS
could instruct the device driver to bypass the FSB and write input data directly
to arbitrary memory locations outside the protected path. Since SafePath’s
enforcement relies on trapping writes to the FSB via stage-2 permissions, it does
not prevent such out-of-path memory writes.

However, this behavior would disrupt the expected input flow. Input written
outside the FSB would not be processed and delivered to the application via
SafePath’s pipeline, resulting in dropped or unusable input. This breaks appli-
cation functionality and violates the attacker’s objective of remaining stealthy
and undetected—an assumption central to our threat model. In other words,
SafePath thus relies on the system’s functional requirements to constrain at-
tacker behavior: writing input elsewhere results in visible malfunction.

While our current prototype does not confine driver memory writes at run-
time, stronger defenses, such as selectively making all driver-accessible memory
read-only except for the FSB, could be implemented using stage-2 translation
or driver isolation mechanisms. We leave this as future work.

5 System Implementation
We implemented a prototype SafePath system on an ODROID-XU4 develop-
ment board [35], which features a Samsung Exynos5422 Cortex-A15/Cortex-A7
octa-core CPU and 2 GB of memory. The prototype supports six input de-
vices: touchscreen, microphone, camera, GPS receiver, fingerprint scanner, and
accelerometer. The first five are real devices connected via USB, while the ac-
celerometer is a virtual device managed by a real driver. Several notable imple-
mentation practices and design strategies are discussed below.

5.1 Identifying the first stop buffer (FSB)
To support a new input device, SafePath must first identify the device’s FSB
within the driver and then apply the dynamic FSB redirection described in
Section 3.4. Our implementation uses the following strategies to locate the FSB
depending on the device’s communication model.
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For devices that use direct memory access (DMA), we first locate the DMA
buffer in the driver source code. This is aided by inspecting common OS kernel
functions that assign DMA buffers to bus systems. For example, USB devices
typically allocate DMA buffers using the usb_fill_bulk_urb() function. Once
the DMA buffer is identified, we trace the data flow from the DMA buffer into
driver memory to pinpoint the FSB.

For devices that do not use DMA but communicate via a system bus, we ex-
amine how the driver reads input data using bus APIs. For instance, devices con-
nected through I2C often use functions like i2c_smbus_read_word_swapped()
to retrieve register values into driver memory. In this case, the destination mem-
ory region serves as the FSB.

For devices that do not use formal bus systems, such as those relying on
GPIO or UART interfaces, we identify the FSB by analyzing how memory-
mapped I/O (MMIO) is set up and used to transfer input data from hardware
to driver memory.

5.2 Analyzing and emulating trapped write instructions
When SafePath protection is enabled, any attempt by a device driver to write
to a device’s FSB triggers a trap to the TMH. To handle each trap, the TMH
must analyze the faulting instruction and obtain the data intended for the write.

This analysis begins by using the saved program counter (PC) from the OS
context to locate the faulting machine instruction. The TMH then decodes the
instruction according to the ARM architecture specification to determine the
type of store operation and extract the data that was being written. The ex-
tracted data is then saved into a secure buffer maintained and accessible only
by the TMH. To maintain execution consistency, the TMH emulates the original
write instruction, but substitutes the real input with the corresponding index
in the FSB. Our implementation supports analyzing and emulating all 24 ARM
“STORE” instructions that write to memory, ensuring compatibility across di-
verse device drivers.

5.3 Reducing trap and retrieval overhead
Our original SafePath prototype strictly followed the design described in Sec-
tion 3. However, experiments revealed significant performance overhead com-
pared to the native system. After analysis, we identified two primary causes and
implemented corresponding optimizations.

Performance degradation reason 1: trap overhead for large Writes.
In the original implementation, every write to an R/O FSB triggered a trap to
the TMH. This became costly for large memory operations, such as memcpy(),
where copying a 1 KB buffer could result in hundreds of traps.

Optimization 1: bulk memory write Recognition and trap consol-
idation. To address this, the TMH attempts to detect if a trapped write orig-
inates from a memcpy() function. By using the saved program counter (PC),
the TMH locates the faulting machine instruction and inspects a window of
surrounding instructions. It matches the observed instruction sequence against
known patterns generated by typical memcpy() implementations, such as loops
of load-store operations with pointer increments. If a match is found, the TMH
extracts the source address, destination address, and data size, and performs the
entire copy operation in a single trap, significantly reducing overhead.
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Fig. 6: Input data transmission time
analysis. (a) An illustration for the case
when input data generation is low. (b)
An illustration for the case when input
data generation frequency is high.

Performance degradation reason
2: syscall overhead at high input
rates. We also observed poor performance
on high-frequency input devices, such as
microphones and cameras, especially un-
der system load. When an application in-
voked the sys-hypercall DRI to retrieve
a chunk of input data, there were often
many data chunks already buffered and
ready, but each DRI call retrieved only
one chunk, leading to excessive syscalls.

Optimization 2: batch retrieval in
DRI. To improve efficiency, we modified
the DRI to return all ready data chunks
in a single call, including the chunk cor-
responding to the requested index. This
optimization significantly reduces syscall
overhead, particularly when input data is
generated rapidly.

Notably, this optimization achieves a performance improvement that encryption-
based input protection schemes cannot easily replicate. As illustrated in Fig-
ure 6, when input data rates are low, both encryption-based approaches and
SafePath introduce comparable overheads (Figure 6(a)). However, as input
rates increase, encryption-based approaches incur linearly growing encryption
and decryption costs, while SafePath can amortize retrieval overhead by fetch-
ing multiple data chunks per trap (Figure 6(b)).

6 Evaluation

We conducted extensive experiments to evaluate the effectiveness and perfor-
mance of our SafePath prototype. The evaluation covers six input devices sup-
ported by the system: touchscreen, microphone, camera, GPS receiver, finger-
print scanner, and accelerometer. For each device, we developed a corresponding
application to collect input and analyze system behavior under SafePath pro-
tection. The accelerometer is a virtual device, but we injected real-world ac-
celerometer traces into the driver to simulate realistic input behavior. These
traces traverse the full software stack, following the same data path as inputs
from a physical device. All experiments were conducted on Android 4.4.4, the
latest version officially supported on the ODROID-XU4 platform used in our
prototype.

Our evaluation focuses on two key aspects: (1) the security and functional
correctness of SafePath’s input protection mechanism, and (2) the performance
overhead introduced by enabling SafePath.

6.1 Security and functional correctness

We evaluated SafePath’s ability to secure the device input path from OS-level
attackers by simulating adversaries with direct access to system memory. Specifi-
cally, we analyzed whether an attacker could extract meaningful input data from
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(a) (b)

Fig. 7: Effectiveness of secure microphone
input path.

(a) (b)

Fig. 8: Effectiveness of secure camera in-
put path.

intermediate buffers (i.e., input path buffers or IPBs) when SafePath protec-
tion was enabled. We conducted experiments on three input devices carrying dis-
tinct data formats to visually assess confidentiality breaches: microphone (audio
waveform), camera (video frame), and fingerprint scanner (image).
Microphone. Figure 7(a) shows the waveform rendered from data captured at
an IPB when SafePath protection was disabled. The waveform clearly reflects
a recorded human voice. In contrast, Figure7(b) illustrates the same buffer un-
der protection: the waveform becomes flat and unrecognizable, confirming that
SafePath prevented the attacker from recovering the original audio content.
Camera. Similarly, Figure 8(a) shows a sharp video frame captured from an
unprotected IPB. With SafePath protection enabled (Figure8(b)), the frame
turns into visual noise, and no useful image information can be extracted. This
demonstrates that SafePath’s protection also extends to high-bandwidth, frame-
based inputs like video.

(a) (b)

Fig. 9: Effectiveness of secure finger-
print scanner input path.

Fingerprint scanner. The fingerprint
data is especially sensitive and often tar-
geted in biometric attacks. In Figure 9(a),
the unprotected fingerprint buffer reveals a
complete and identifiable print. When pro-
tection is enabled (Figure 9(b)), the vi-
sual signature is eliminated, validating that
no biometric pattern can be reconstructed
from the intercepted memory.

Across all three devices, these results confirm SafePath’s ability to preserve
data confidentiality in the presence of a fully compromised operating system.
More importantly, the functional correctness of the input delivery is retained.
Applications still receive and process user input correctly even though interme-
diate buffers are sanitized of the actual data.

6.2 Performance evaluation

We evaluated the runtime performance of the SafePath prototype system across
six supported input devices: touchscreen, microphone, camera, GPS receiver,
fingerprint scanner, and accelerometer. For each device, we built a simple ap-
plication to collect input data and measured the performance of SafePath un-
der varying workloads. We compared four configurations: the native system, an
encryption-based system, the original SafePath implementation, and the opti-
mized SafePath system.
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Fig. 10: Microphone input path overhead measured in terms of audio loss rate in per-
centage when different numbers of background processes competing for the CPU exist.
(a) Native system. (b) Encryption-based approach. (c) SafePath Original implemen-
tation. (d) SafePath Optimized implementation.

Table 2: Touchscreen input path overhead.
Touch event Time to write a
end-to-end touch event to

transmission time first stop buffer
(milliseconds) (microseconds)

Native system 225 1
Encryption-based 227 12
SafePath 228 32

Touchscreen. We evaluated two
performance metrics for touch-
screen input: (1) end-to-end la-
tency and (2) FSB write time.
The end-to-end latency measures
the time from when the driver
receives a hardware interrupt to
when the application callback
is invoked. Table 2 shows that
SafePath (228ms) incurs only 3ms additional latency compared to the native
system (225ms), on par with the encryption-based baseline (227ms).

For the second metric, we measured the time to write a 4-byte touch event
to the FSB. SafePath incurred a higher overhead (32 µs) due to instruction
emulation in EL2, but given that the total touch event transmission time oper-
ates at the scale of hundreds of milliseconds, this microsecond-level overhead is
negligible and does not significantly impact application responsiveness.
Microphone. We evaluated audio recording performance under varying system
loads by measuring the audio loss rate. The loss rate is calculated as

HCAF − URAF

HCAF
, (1)

where HCAF denotes the number of hardware-captured audio frames, and URAF
denotes the number of user-application-received audio frames. Figure 10 presents
the loss rates observed across four system configurations.

In the native system (Figure 10a), audio loss remained minimal even under
heavy CPU load, demonstrating baseline system resilience. The encryption-based
system (Figure 10b) showed severe degradation: the audio loss rate grew linearly
with the number of background processes, reaching approximately 69% loss un-
der 50 background tasks. This highlights the high runtime overhead introduced
by per-frame encryption and decryption.

The original SafePath implementation (Figure 10c) performed better than
the encryption-based system but still suffered noticeable degradation at higher
loads, with a loss rate of around 39% at peak load. This overhead was primarily
due to the frequent trapping and handling of small writes without optimization.

After applying our two optimizations, namely bulk memory write Recognition
and trap consolidation and batch retrieval in DRI (Section 5.3), SafePath achieved
performance comparable to the native system, maintaining low audio loss even as
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Fig. 11: Input path overhead for different devices: (a) Camera; (b) GPS receiver; (c)
Fingerprint scanner; (d) Accelerometer.

background load increased (Figure 10d). Specifically, the optimized SafePath sys-
tem exhibited only a 14% loss rate under 50 background processes, versus 8%
for the native system. This confirms the effectiveness of both trap consolidation
for memcpy() operations and batching multiple audio frames per DRI invocation
in reducing runtime overhead under stress.
Camera. Figure 11a shows that optimized SafePath achieved nearly identical
video frame rates as the native system. In contrast, the encryption-based ap-
proach introduced severe overhead that disrupted normal operation, preventing
usable video recording. This highlights the practical advantage of SafePath’s
non-cryptographic design when handling continuous, high-throughput data streams.
GPS Receiver. We measured the end-to-end latency of receiving a GPS fix. All
three tested systems (i.e., native, original SafePath, and optimized SafePath)
performed nearly identically (Figure 11b), since GPS fix generation is relatively
infrequent and latency-insensitive.
Fingerprint Scanner. As shown in Figure 11c, SafePath optimizations re-
duced fingerprint capture latency by about 10% over the original implementa-
tion, bringing performance in line with the native system. The benefit here stems
mainly from faster FSB access management.
Accelerometer. For this virtual device, we measured the time to transmit a
sensor reading. Figure 11d demonstrates that the native, original SafePath,
and optimized SafePath systems performed almost identically, which is unsur-
prising given the device’s low data rate and lightweight access pattern.
Summary. Our evaluation yields three key takeaways: (1) SafePath’s per-
formance optimizations are highly effective, bringing input path performance
close to native levels, even for high-frequency devices like microphones and cam-
eras. (2) Encryption-based solutions introduce substantial overhead under heavy
load or for streaming inputs, which SafePath avoids by design. (3) For low-
frequency or event-driven devices, all approaches perform similarly, reaffirming
that SafePath’s overhead remains minimal when traps are rare.

7 Conclusion
We presented SafePath, a system that secures device input paths without re-
lying on encryption or OS bypassing. By combining a tiny memory hypervisor
with an index-based transmission mechanism, SafePath protects input data
while preserving OS compatibility. Our prototype, supporting six input devices,
demonstrates that SafePath effectively blocks OS-level attacks with minimal
overhead, outperforming encryption-based approaches under high load.
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